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"The behavior of an actor. A tactic is the
highest-level description of this behavior,
while techniques give a more detailed
description of behavior in the context of a
tactic, and procedures an even lower-level,
hlghly detailed description in the context

P-— of a technlque 1S

https //nvlpubs nlst gov/nlstpubs/S
pecialPublications/NIST.SP.800-
150.pdf
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glit clone <insert tool>
cd <tool name>

pip 1nstall -r requirementsit
hackstuff.py -target anythin




Recon

Social Engineering
Cloud

Initial Access
Post Exploltation
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The art of reconnaissance inclu
target s.attack surface w1
scope.

Tools- may inGlUd?j;iE
e \ : o«

e Browser

e Custom Tooling

e MANY Github rep051tor1es

- e Sh;odarL%éo

. e LinkedIn, Instagram, etc. .
VR . Pu;llc breach data
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> Invoke-AADIntReconAsOutsider -DomainName futuresec.xyz|ft
Tenant brand: FutureSec

Tenant name: futuresec

Tenant id: 20044c59-57fe-4bd3-aere-635aa>53970e0
Tenant region: NA

DesktopSSO enabled: False

Name SPF DMARC Type

futuresec.onmicrosoft.com True True False Managed
futuresec.xyz True True False Managed
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{FIRST).{LAST})@COMPANY.COM

36,724 results for your search Email pattern: {f}{last}@microsoft.com

pam.k.gupta@microsoft.com @ 99% 2 sources v

g ham.ratcliffe@microsoft.com @ 929% 1 source v

as.baltrusaitis@microsoft.com @ 99% 2 sources v

tya.nori@microsoft.com @ 99% 1 source v

er.simon@microsoft.com @ 99% 1 source v

GoMapEnum

Yalls
2
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https://github.com/EatonChips/yalis
https://github.com/nodauf/GoMapEnum
https://www.blackhillsinfosec.com/
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e Accurate
e Stealthy

e In many cases you may still enumerate users
1f blocked from sending messages

Starting the module Teams
[+] asmithEmicrosoft.com - Alex Smith (UK) -

“sGoMapEnumssrc$ I

A
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https://techcommunity.microsoft.com/t5/microsoft-teams-blog/microsoft-teams-users-can-now-chat-with-any-teams-user-outside/ba-p/3070832
https://www.blackhillsinfosec.com/
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'"'Social engineering has become abeut 75% of an
average hacker's toolkit, and *fer the most
successful hackers, it reaches 90% or more." - Z
John McAfee s
Still true 1f not.more so oo/l
Part of our daily "lives G
Influence others g4 ~——=-I0
"Would you grab me a cup of coffee while
you're 1n Starbucks?" ¢ - }/-
e "Hi Jan, I'm Joe from IT and your PC requEgEes S=iif
an update that we cannot deploy from here."We = &' |
need you to run this quick patch for your pc.
Can you help us real quick after your
meeting?" , : B A
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Phishing
Vishing
Smishing
xishing. (any way to
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https://www.blackhillsinfosec.com/spoofing-microsoft-365-like-its-1995/
https://www.blackhillsinfosec.com/

TEAMS PHISHING

Business-to-Business allowed by default

Links are: less scrutinized than email

Can send SharePoint files/links

Can use AADInternals, Manual, or TeamsPhisher™

- 4 !
b g Al -
| =

nttps://github-com/octoberfests/TeamsPhisher

A
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https://github.com/Octoberfest7/TeamsPhisher
https://www.blackhillsinfosec.com/

st

e Send .rdp File )

e User connects back to your server

e Capture clipboard, plant files,
and steal files

#*-—.
o B0 -
-

n:Lke Felch @ustayready ' b !b
‘ -‘- = W g B : l
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https://www.youtube.com/watch?v=csZ-joDJ1BE
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rd for reverse proxy
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https://breakdev.org/evilginx-3-0-evilginx-mastery/
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https://resemble.ai/
https://voice.ai/
https://speechify.com/
https://www.blackhillsinfosec.com/
https://s3.amazonaws.com/media-p.slid.es/videos/1923998/GeoNMCYg/john_good.mp4
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to connect if allowed
repositories, Shares,

are not allowed.
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AZURE SQL

E:\tools> .\amass.exe enum -src —ip ~brute -min—for-recursive 2 —d database.windows.net

[AlienVault]
[AlienVault]
[AlienVault]
[AlienVault]
[AlienVault]
[AlienVault]

[AlienVault]
[AlienVault]
[DNSDumpster]
[Crtsh]
[AlienVault]
[Crtsh]
[Crtsh]

trleUl2.eastus2-a.worker.database.windows.net 20.16.55.42
trl7667.eastus2-a.worker.database.windows.net 26.75.45.21
tr2354.westus3-a.worker.database.windows.net 20.125.142.111
tr2355.westus3—a.worker.database.windows.net 20.38.168.35
trl600. koreacentrall—-a.worker.database.windows.net 20.2U9.8.237
tr35837.eastusl-a.worker.database.windows.net 20.2U6.241.70
tr27301.eastusl-a.worker.database.windows.net 52.255.158.214
trll360.northeuropel-a.worker.database.windows.net 168.61.82.186
sqlmi-shared-chris-cpe-0801.internal.95eb5f@bud50.database.windows.net 1
japanwestl-a.control.database.windows.net 104.214.148.156
trl7630.eastus2—a.worker.database.windows.net 20.122.36.226
data.byl-2.database.windows.net 168.62.8.75
data.snl-2.database.windows.net 168.62.128.203

BLACK HILLS
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CONNECTION STRINGS

4 b C @& github.com/search?q=database.windows.net+language%3AC%23 +password&type=code
Filter by' c sqlConnStringBuilder.DataSource = ConfigurationManager.AppSettings[“SqlDbServerName"] + ".database.windows.net";

sqlConnStringBuilder.Password = ConfigurationManager.AppSettings["SqlDbPassword"];
Code

mspnp/cloud-services-to-service-fabric - servicefabric/Tailspin/Tailspin.Web.Survey.Shared/Stores/TenantStore.cs

| ©
(] Repositories
©

Issues
@"Server=tcp:YourDBServerName . database.windows.net, 1433 ;Database=adatum-survey;User ID=YourUserID@Y..

I‘l Pull requests DatabaseName = "adatum-survey.database.windows.net",

() Discussions DatabasePassword = "SecretPassword"

Ay Users

More ¥ KoreaEva/Bot - Book/Samples/Chapter 7/GreatWall7/GreatWall/Helpers/SQLHelper.cs

- tori ..ng ConnectString = "Server=tcp:greatwalldbserver.database.windows.net,1433;Initial Catalog = greatwalldb; Persist Secu..
epositories

N ..ure/azure-functions-sql-extension

@ ErikEJ/EFCorePowerTools weikio/ApiFramework.Samples - quickstart/Startup.cs

bi bitfoundation/bitplatform . "Server=tcp:adafydevtestdbeol.database.windows.net,1433;User ID=docs;Password-3h1@*6PXrldU4F95;Inte..

an . "Server=tcp:adafydevtestdbool.database.windows.net,1433;User ID=docs;Password=3h1@*6PXrldU4F95;Inte..
@ microsoft/sql-server-samples

:2 pulumi/examples

@) (e poesians " ibm-messaging/mq-azure - samples/dotnet/mqCloudService/mgHelpers/Utilities.cs

Paths
D .4.oundat|ons/CIoudManagements/ //Server=gzgzcd88lm.database.windows.net; port=1433;UserId=shashikanth;Password=Heneycomb
D samples/ // Split the connection string into a key value pair with '=' delimiter

String[] connInfo = dbString.Split(';");
O .../azure-dw-dotnet-sql-bulk-load/

% A
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i

Connection settings Y, Microsoft®

it ' .
M5 SCL Server / SCL Server connection settings : SQ L Se rve r

| Connectinn <cttings Main  Driver propertie Proxy  SSL
Initialization .
Shell Commands Server
Client identification Connect by: ® Host () URL
Transactions

General

Metadata

Errors and timeouts

Data Editor

L -~ . -
SOL Editor Authenti¢ = Connection test

Authentid
(D Connected (9713 ms)
Lsernams

Microsoft SOL Server 12.00.5230
Microsoft SQL Azure (RTM) - 12.0.2000.2
Jul 8 2023 12:00:47
Copyright (C) 2022 Microsoft Corporation

Passward
wettings

[ ]Show

Driver:  Microsoft JDBC Driver 9.2 for 50L Server 9.2.0.0

Ok Details » =

Driver nam

A
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Amazo‘mple}_ Notification Service (S
Example: SNS topic emails the sec
Find Vulnerabllity 3 |
Send spoofed phishing email to the

= Use cli to sen_q__mess]_t%g to topic
E . g —x.,. e o
Check gppoucy with 'cli for "allow

%gg

NS)
y team

1y team

Incipal

™
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,,- What are your goals?

f b\ = Obkain credenticils
... .. @ Obtain sensitive data ;

| #mep’ W Obtain a shell - |
T = Obtaln administrator rs
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May self-sign 7

Sign with a "Leaked Certificate"®
May backdoor an alriiir signeg agplication

= SpecterOps

2 B =
0 https://specterops.io/bl%g/i@23/06/®7/less—
smartscreen-more-caffieing-abusing-
clickonce-for-trusted-code-execution/

Host on azurewebsites.net

™
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LEAKED SIGNl| URE + APP DOMAIN INJECTION 8

6l =
5] rr -
e Find Leaked CertificatesCavaet to C#ﬂapp domain 1nJectlen:
= https://tij.me/blog/finding- and utlllslngﬁleaked codgr(
signing-certificates/ 6 8¢

= Tt works ;) y 9

e You cannot 1install an M“fXTBackage 1T 1t iS=not 51gned
e Cannot execute-assembly/sharp i 1n theL#ameLadent E—é to the
app domain. o —

‘ s

Uy

™
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MSIX PACKAGING TOOL

T | B MSIX Packaging Tool - Micrasoft X | +

& O (3]  https:;//apps.microsoft.com/store/detail/msix-packaging-tool/9N5LW3JBCXKF?hl=en-us&gl=us

=. Microsoft Windows Apps  Software ~  Games & Entertainment -~ All Microsoft ~

Home / Utilities & tools / M5IX Packaging Tool

MSIX Packaging Tool

Microsoft Corporation

' *hklr 30 Utilities & tools

https://learn.microsoft.com/en-us/windows/msix/packaging-
tool/create-app-package 477
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https://learn.microsoft.com/en-us/windows/msix/packaging-tool/create-app-package
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MSIX Packaging Tool

Select task

-
i W) 7'
Meodification .

Applicati
pplication package

package

Package
editor

Create a package that modifies

an existing app Edit an existing package

Create your app package

X A

BLACK HILLS
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1§ MSIX Packaging Tool

Create new package

Choose the installer you want to package

If you don't have an installer, click Next to create one. You'll choose and run the files
_ your app, and the M3IX packaging tool will create the installer for you.
Select installer
C:I".I'nli'.lliF'ldEl'p".-'E-."-_E}'StEI"I";IﬁE‘-_EEE.EKE’I Browse...

Specify installer arguments (optional)
“c\Windows\System32\Calc.exe"
Check this box if this app installs silently by default

Signing preference

Do not sign package
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e Most cast
e Multiple ab
e Easy win
Certigy = HBE:
. zﬁp ‘i‘"

—

https://posts.specteror )re-owned-d95910965cd? S
™
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http://posts.specterops.io/certified-pre-owned-d95910965cd2
https://github.com/ly4k/Certipy
https://www.blackhillsinfosec.com/

Why run on host/disk when you can tunnel your traffic and enhance
your EDR evasion potential?

e C2/SSH SOCKS Proxy
e ProxyCap
e Proxifier

A
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'DEMOS INDEX

01 - SCCV Recon

02 - PXE/OSD (Operating System Deployment) Exploitation From Windows

03 - PXE/OSD (Operating System Deployment) Exploitation From Linuxish

04 - Secret from Endpoint: NAA, Task Sequences, Collection Variables
05 - NAA via SCCMwtf Technique
06 - NAA Extraction via Relay a la Ntlmrelayx

07 - Client Push via Breaking Domain Trust

08 - SCCM Client Push on Demand

09 - Client Push Account is the SCCM Server Machine Account
10 - SCCM Compromise via Relay to MSSQL

11 - SCCM Compromise via Relay to SMB

12 - SCCM Post Compromise: Recon, Aka Creepy Stalking

13 - SCCM Lateral Movement
’ _-— BLACK HILLS
/ Inform?:;)ﬂr;?e(umy N
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https://www.youtube.com/watch?v=W9PC9erm_pI
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https://github.com/Mayyhem/SharpSCCM
https://github.com/garrettfoster13/sccmhunter
https://github.com/garrettfoster13/sccmhunter
https://github.com/GhostPack/Seatbelt
https://www.blackhillsinfosec.com/
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